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1. Introduction

1.1What is LG8 &LG308

The LG308 is an open soutagRaWANPicoGateway It lets you bridge LoRa wireless network
to an IP network via WiFi, Ethernet, 3G or 4G celluddwork The LoRa wireless allows users to
send data and reach extremelynig ranges at low dateates.

The LG308 is fully compatible with LoORaWAN protocol. It includes a SX1308 LoRa concentrator

and a SX1276 LoRa tranceiver, $i#@308provides10 programmableparalleldemodulation

pathsand theSX127@ctsasTXchannelsothe{ - mony 62y Qi 6S o6f 201 RdzZNAy 3
combination provides higher capacity compare with a standalone SX1308 concentrator solution.

LG308 In a LoRaWAN loT Network:

£ o
s Uplink

LoRaWAN ~

End Node Downlink
@v“ ——Forward via Infernet LoRaWAN loT
_—p ﬂé‘ . ) Server
_______ Uplink=~ 5 2 Vs Downlink via Internet
g Downlink LGSOB
7 LoRaWAN Gateway
LoRaWAN el
End Node =7
L_Jpl\nk
,.«-’/ Downlink
LoRaWAN
End Node
e iORE Wireless .|4.'_P Network base on WAN/WIFi .q.i@_._,|

1.2 Specifications
Hardware System
Linux Part:
U  400Mhz ar9331 processor
U 64MB RAM
i 16MB Flash

Interface:
i 10M/100M RJ4%orts x 2
0 WiFi:802.11 b/g/n
i LoR&VANWiIreless

LoRaWAN Gateway User MantaUpdate2018-11-17 4130
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0 Power Input: 12V DA A

i USB 2.0 host connector x 1
i  Mini-PCI E connector x 1

i  SX1308 + SX1276

WiFi Spec:
i IEEE 802.184/g/n
U  Frenquency Band: 2.4 ~ 2.462GHz
0 T power:
V  1llntx power : mcs7/15: 11db mcs07db
V  1lbtx power: 18db
V 119 54Mtx power: 12db
V  11g 6Mtx power: 18db
0 Wifi Sensitivity
V  11g 54M =71dbm
V  11n 20M -67dbm
LoRaSpec:
U Up to-142.5dBm sensitivity with SX1257 Tx/Rx frentl
i 70 dB CW interferer rejection at 1 MHz offset
U  Able to operate witmegative SNR, CCR up to 9dB
U Emulates 49x LoRa demodulators and 1x (G)FSK demodulator
U Dual digital TX&RX radio freaend interfaces
U 10 programmable parallel demodulation paths
i Dynamic dataate (DDR) adaptation
U True antenna diversity or simultaneous ditaind operation

Cellular 4G LTE (optional):
i  QuectelEC25.TE module
Micro SIM Slot

1]

i External 4G Sticker Antenna.

U  Up to 1®Mbps downlink and 50Mbps uplink data rates

U  Worldwide LTE,UMTS/HSPAH&SM/GPRS/EDGE coverage

i  MIMO technology meets demands for data rate and link reliability in modem
wireless communication systems

LoRaWAN Gateway User MantaUpdate2018-11-17 5/ 30
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1.3 Features
V  Open Source OpenWrt system
Managed by Web GUI, SSH via LAN or WiFi
Emulates 49x LoRa demodulators
LoRaWAN Gateway
SX1276 base separate TX path
10 programmable parallel demodulation paths

< < < < <

1.4HardwareSystem Structure

LG308 System Overview:

Dragino HE Linux Module
CPU 400M Mips CPU
DDR: 64MB
Flash:16MB

LoRa Wireless .

USB Hub
LoRa Wireless [if

LoRaWAN Gateway User MantaUpdate2018-11-17
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1.5LG308Applications

Smart farm ® Smart home

5 ®
o o B
aillna :

Outdoor monitoring Smart medical

Intelligent plant

Cloud computation

LoRaWAN Gateway User MantaUpdate2018-11-17
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2. Accesd G308

2.1Access and confige LG8
ThelG308is configured as a WiFi AP by factory default. Uaeraccess and configure the3as

after connect to its WiFi network.

At the first boot ofLG308, it will auto generate an unsecure D & |2
H = H 3 SFiABIRIRIE
WiFi network caltiragino-xxxxxx = et

m

1‘% dragino-168ch0
Internet 5i8

User can use the laptop toonnectto this WiFi network. The | zimeee R
laptop will get an IPddress 10.130.1.xxx and the LG328 | aragin-sacbo e |

= & 17:29

ChinaNet-RwqU
the default IPL0.130.1.1 naet-Ruiq il
VWT_SECN 1']1!!
haozhimei 15‘!‘!
ChinaNet-c3sz M
HUAWEI-8011 15”‘ Il
FIFFE =G i['

BT+ N T L P

2016/11/4

Open drowserin the laptop and type
http://10.130.1.1/
User willsee the login interface dfG308
The account for Web Login is:
User Name:  root
Password: dragino

/ & dragino-168¢ch0 - LuCl X

« C' [ 10.130.1.1/cgi-bin/luci/admin

dragino-168cb0

Authorization Required

Please enter your usemame and password.

Usermname  root root l
Password  sesssss dragino l

[@ Login @ Reset

DRAGINO TECHNOLOGY CO., LIMITED

Notice:In case the WiFi network is disabled, user can connect BGB8Q LANoort, the PC will
get DHCP frorhG308 and be able to access it.

LoRaWAN Gateway User MantaUpdate2018-11-17
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3. Typical Network Setup

3.10verview
LG308upporsflexible network set up for differergnvironment This section describes the
typical network topology can be setLG308 The typical network set up includes:

V WAN Port Internet Mode

V  WiFi Client Mode

V  WiFi AP Mode

V USB Dial Up Mode

3.2Use WAN prt to accesdnternet

By default, the.G308set touse WAN port as network connectioivhen connecLG30& WAN
port to router, LG308will get IP from router and have internatcessThe network status can be
checked as below:

dragino-1 b8288 Status~  System Service v Logout

WAN | LAN

Interfaces - WAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of

Common Configuration

General Setup Advanced Settings Physical Settings Firewall Settings

Status | &~ Device: eth1

Uptime: Oh 4m 40s

MAC: AS:40:41:1B:82:8A
RX: 729.05 KB (8419 Pkis.)
TX: 11.43 KB (85 Pkts.)
IPv4: 10.130.2.171/24

Protocol DHCP client v

Hostname to send when dragino-1b6288
requesting DHCP

Back to Overview | Save | |_

LoRaWAN Gateway User MantaUpdate2018-11-17 9/ 30



@ DRAGINO www.dragino.com

3.3Access Internet as a WiFi Client.
In the WiFi Client Mode, Dragino aets a WiFi client and gets BR from uplink router via WiFi.
The step to set is as below:

Stepl:
In network-> Wireless, select RadioO interface and scan.

dragino-1 b8288 Status ~  System ~ ork Service Logout AUTO REFRESH ON

radiol: Master "dragino-1b3258"

Wireless Overview

Generic MAC80211 802.11bgn

diod Restart S Add '
& radiol Channel: 11 (2.462 GHz) | Bitrate: 2 Mbit's esta an |
N—
$SID: dragine-1b5285 | Mode: Master ; 3 1
0%
: BSSID: A8:40:41:18:52:88 | Encryption: None i e RELED
Step2:

Select the wireless AP and join:

dragino-1 b8288 Status » System v  Neiwork v  Service Logout AUTO REFRESH ON

Join Network: Wireless Scan

Signal SSID Channel Mode BSSID Encryption

4l 100% dragine-office 8 Iaster 50:64:2B:1AB8:4D mixed WPA/WPAZ - PSK

Jl 84% ChinaNet-gLnb 2 Master A4:29:40:66 F4ET

ixed WPANPAZ - PSK

dragino-1b8288 Status + System ~ MNetwork ~ Service ~  Logout

Joining Network: "dragino-office"

Replace wireless configuration [

(@ Check this opticn to delete the existing networks from this radio.

WPA passphrase J—— .

@ Specify the secret encryption key here.

Name of the new network wwan

(@ The allowed characters are: 2-7, z-z, 0-3 and _

Create / Assign firewall-zone Wans wan: ¥l -

(@ Choose the firewall zone you want to assign to this interface. Select unspecified to remove the interface from the associated
zone or fill out the create field to define a new zone and attach the interface to it.

Back to scan results @

Step3:
In network->wireless page, disable WiFi AP network. Notice: After doing that, you will lose

connection if youcomputer connectso the LG308/iaLG30& wifi network.

LoRaWAN Gateway User MantaUpdate2018-11-17 10/ 30
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dragino-1b8288

NSAVEDCHANGESH AUTO REFRESH ON

radio0: Master "draginc-1b8288"

Wireless Overview
Generic MAC80211 802.11bgn

dio0
& radio Channel: 11 (2.462 GHz) | Bitrate: 2 Mbit's
0% $SID: dragine-1b5258 | Mode: Master
o
= BSSID: AS:40:41:1B:82:88 | Encryption: None
0% S$5ID: dragine-office | Mode: Client

BSSID: 50:64:28:1A:B5:4D | Encryption: -

Associated Stations

Network MAC-Address Host

No information available

Restart Scan Add |

Ed Il | Remove |

Disable . Remove .

RX Rate / TX Rate

After successfulssociate the WiFinetwork interface can be seen in the same page:

dragino-1b8288

AUTO REFRESH ON

WAN WWAN LAN

Interfaces
Protocol: Static address
LAN Uptime: 2h Om 4s
= MAC: A8:40:41:1B:82:8B
éﬂb(rﬁ;ﬁ.—') RX: 1.40 MB (13346 Pkis.)

TX: 2.79 MB (10321 Pkts)
IPv4: 10.130.1.1/24

Protocel: DHCP client
MAC: AB:40:41:1B:82:84A
RX: 4.30 MB (51840 Pkis.)
TX: 55.77 KB (429 Pkis.)

Restart Stop Edit . Delete .

Restart Stop Edit . Delete .

Protocel: DHCP client
LowwaN A
/A
MAC: AB:40:41:1B:82:88
RX: 549.358 KB (5659 Pkis.)

TX: 14.90 KB (94 Pkts.)
IPv4: 10.130.2.169/24

Client "drag-in o-office”

Restart Stop . Delete .

Add new interface... .

|. Save | Reset

LoRaWAN Gateway User MantaUpdate2018-11-17
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3.4 Usebuilt-in 4G modem for internet access
For theLG308model with 4G version, user can configure the modem for internet access.

Step 1:Add New Interface
dragino-1b8288 : m ogout AUTO REFRESH ON

WAN WWAN LAN

Interfaces

Protocol: Static address
Uptime: Oh 19m 52s

_ MAC: AB:40:41-1B:62:88 _——
& 2R) RX: 168 77 KB (1895 Pkis.) RS S Eit

br-lan TX: 398,59 KB (1165 Phis.)
1Pv4: 10.130.1.1/24

= Protocel: DHCP client
o S
= MAC: AS:40:41:1B:52.8A Restart to Edit [ Delete
RX: 0B (0 Pkis.) P l

TX: 0B (0 Pkis.)

P Protocol: DHCP client
Cwew S
- MAC: AS:40.41-1B:82.88 ecton . it Do
! RX: 0B (0 Pkis.) P l

Client "dragino-office’ TX: 0B (0 Pits

)
44— Add NewInterface

eth1

oo [

dragino-1b8288

Create Interface

Name of the new interface | Cellular

1@ The allowed characters are: 2-2, a-z, 0-3% and _

Note: interface name length
1@ Maximum length of the name is 15 characters including the automatic protocol/bridge prefix (br-, Gind-, pppoe- etc.)

Protocol of the new interface (UMTS.’GPRSIEV—DO Di_ Choose UMTS/GPRS/EV-DO |

Can Ce' m

LoRaWAN Gateway User MantaUpdate2018-11-17
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Step 2 Configure cellular interface
dragino-1b8288

Interfaces - CELLULAR

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field anc
network interfaces separated by spaces. You can also use ! notation INTERFACE VLANNR (.9, eth0.1).

Common Configuration

General Setup Advanced Settings Firewall Settings

Status = Device: 3g-Cellular

RX: 0B (0 Pkis.)
TX: 0B (0 Pkis.)
Protocol UMTSIGPRS/EV-DO v
Modem device CIdevfttyUSBz v ) Use ttyUSB2 to dial up |
Service Type( UMTSIGPRS v )
APN C 3gnet ) Different provider has different APN |
PIN
PARICRAR usemame b 9 Snml? provider may need additional
PAPICHAP password ( il

Dial number

Step 3 Check Result

dragino-1b8288 us fem o agou AUTO REFRESH ON

WARN WWAN CELLULAR LAN

Interfaces

Protocol: UMTS/GPRS/EV-DO
CELLULAR ;‘:::Tgija;ooona 33500 00 SE—
, .(';%mgr RX: 116 B (6 Pkis.) Restart Stop Delete
g TX: 680 B (16 Pkis.) } )
1Pv4: 10.160.159 29/32 = Get P from provider means dialup |

Note: In case you dof2know whether your device has 4G modem, you can run Isusb command
in SSH access to check, as below:

10.130.1.1 - SecureCRT ST NMNNNINT T .

MR RHE EENV) ERO) fEEm0 BEE IR #EH)
DUNTR RNBEI TR 0 H,

| [ 10.130.1.1 |

root@dragino-1b8288:~# T5ush e use lsusb
command

Bus 001 Device 003: ID 2c7c:0125

Bus 001 Device 002: ID 1a40:0101 r Technolog Tn7 vk

Bus 001 Device 001: ID 1d6b:0002 Linux Fou ign 2 Thisisthe 4G

root@dragino-1b8288:~#

root@dragino-1b8288:~# modem

root@dragino-1b&288:~# i

LoRaWAN Gateway User MantaUpdate2018-11-17 13/ 30
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3.5Check Internet connection
User can use the diagnostics page to check and analyze Internet connection.

dragin0-1 b8288 H ] 2 e Logout

Diagnostics
Network Utilities

openwrt.org

openwrt.org openwrt.org
IPyd v ! Ping E Nslookup

Install iputils-tracerouteb for IPv6 traceroute

PING cpenwrt.org (139.59.209.225): 56 data bytes

&4 bytes m 1359.59.209.225: time=3386.898 ms
&4 bytes m 139.59.209.225: 3eqg=1 time=401.656 ms
64 bytes m 139.59.209.225: 3e ms
64 bytes from 139.59.2089.225: ms
64 bytes from 139.59.209.225: ms

——— openwrt.org ping statistics ———
5 packets transmitted, 5 packets received, 0% packet loss

round-trip min/avg/max = 378.894/387.862/401.656 ms

LoRaWAN Gateway User MantaUpdate2018-11-17 14/ 30



@ DRAGINO www.dragino.com

4. Example: Configure as a LoRaWAN gateway
LG308s fully compatible with LoRaWAN protodbluse the legacy Semtech Packet forwarder to
forward the LoRaWAN packets to servite structure is as below.

LG308 In a LoRaWAN loT Network:

‘ Uplink

LoRaWAMN ~~
End Node Downlink ~3

b . Q- —— Forward via Internet
- B,
______ Uplink=="" > w Downlink via Internet
‘ Downlink LG308
LoRaWAN Gateway

LoRaW AN -

End Node -7
Uplink

-

.
- .
P Downlink

LoRaWAN loT
Server

LoRaWAN
End Node

LoRa Wireless + IP Network base on WAN/WIFi or 4G _’|

This chaptedescrbes how to us&.G30&0 work with TTN LoRaWAN Servéhe method to
work with other LoRaWABKkrveris similar

4.1 Createa gateway in TTN Server

Step 1: Get a Unique gateway ID.

EveryLG30&as a unique gateway.idhe id can be found at LoRaWAN page:
dragino-1b8288  status~ System~ Network ~  Service ~  Logout

LoRa Gateway Settings

Ceonfiguration to communicate with LoRa devices and LoRaWAN server

LoRaWAN Server Settings

Server Address
Server Port 1700
Gateway ID | 2Q40444b02008E
Mail Address
Latitude

Longtitude

The gateway id is1840411b8268ffff

LoRaWAN Gateway User MantaUpdate2018-11-17 15/ 30
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Step 2 Sign upa user account in TTN server

COMMUNITIES LABS LEARN
THE THINGS

FORUM SHOP Hiedwin % v
NETWORK p

o

THE THINGS

NETWORK

BUILDING A GLOBAL INTERNET OF
THINGS NETWORK TOGETHER.

Learn More

i R

Step3: Create a Gateway

zll:llﬁf CONSOLE

Welcome

This is where the magic happens. Here you can work w

APPLICATIONS

GATEWAYS

MIFE) FRRIE BEV) ML) EEE) LS FEH)

a The Things Network Console X [i5

6' - ¢ @ () @ hitps://console.thethingsnetwork.org/gateways/rec
& =5

B eo% vy | Qs I &
“. THE THINGS CONSOLE

COMMUNITY EDITION

Applications  Gatev
Gateways - Register

Gateway EUI
The EUI of the gateway as read from the LoRa module

Put the Gateway ID here I—b | AB 40 41 1B B2 €8 FF FF

Must use legacy packet —_— I'm ysing the legacy packet forwarder
forward ved this if you are usin

the legacy, h

ket forwarder.
Description
Ahuman-readable deseription of the gateway

LGO2-Gateway-1

Freguency Plan
The frequency plan this gateway will use
. /v Europe 868MHz |
Choose the right frequency
plan and router

Router
\ The router this gateway will connect to. To reduce latency. pick a router thatis in 2 regionwhich is close to the location of the gateway.
| ttn-router-eu

LoRaWAN Gateway User MantaUpdate2018-11-17 16/ 30
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After create the gateway, we can see the gatewdy, as below

GATEWAY OVERVIEW

Gateway ID  eui-2840411b8268fFT
Description | Gateway-1

Owner @ edwin X Transfer ownership

I Status not connected I

Frequency Plan Europe S68MHz

Router ttn-router-eu

Gateway Key =

£ settings

4.2 ConfigureLG3080 connectto TTN

We should configure theG30&ow to let it connect to TTN networklake sure yout G30&has

Internet Connection first.

Stepl: Configuré G308&0 act as raw forwarder

dragin0-1 b8288 Status m Network = Logout

loT Service

loT Service Lorawan/RAW forwarder v

Debug Level No debug v

DRAGING TECHNOLOGY CO., LIMITED

Step2 Input server info and gateway id
Choose theorrect the server address and gateway ID.

dragino-1 b8288 Status ~ em > Network ~

LoRa Gateway Settings

Configuration te communicate with LoRa devices and LoRaWAN server

LoRaWAN Server Settings

Service Provider | The Things Network v

Server Address | tin-router-eu v

| Server Port 1700 |

Gateway ID | 2840411b8268fTf
Mail Address | edwin@dragino.com
Latitude | 2273

Longtitude 14.23

LoRaWAN Gateway User MantaUpdate2018-11-17
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Check Result

After above settings, theG308hould be able teonnectto TTN, below is the result seen from
TTN:

CONSOLE

Applications Gateways Su
COMMUNITY EDITION

Gateways O eui-aB40411bB2&BfFFF

Overview Traffic Settings

GATEWAY OVERVIEW o sentings

Gateway ID  eui-2840411h8258FFF
Description Gateway-1

Owner ? edwin 1 Transfer ownershio

| Status © connected

Frequency Plan Europe 868MHz

Router tin-router-eu

Gateway Key @ 1Tttt

Last Seen 23seconds ago
Received Messages O

Transmitted Messaaes O

4.3 Configure frequency

dragino-1b7c:dc Stalus ~ System ~ Network ~ Service ~  Logout

LoRa Gateway Settings

Cenfiguration to communicate with LoRa devices and LoRaWAN server

General Settings Radio Settings Channels Settings
Service Provider | The Things Network T
Server Address | ttn-router-eu T

Server port for upstream 1700

Server port for downstream 1700

Gateway ID  a840411b7cdc4150

Status keepalive in seconds 30

SX1301 Configure | Europe 863_870MHz v Choose the right frequency plan.

customer radios configure

use sx1276 for tx

After doing above LG308 will be able to act as LoRa\B&blv sectionshows how to add a
LoRaWAN End device in this LoRaWAN network and see the data from TTN.

WeuselLT33222L as a referenckelow for other LoRaWA devices will be morerdess the
same.

LoRaWAN Gateway User MantaUpdate2018-11-17
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4.4Add a LoRaWAN End Device

Step 1 Create a device in TTN with the OTAA keys from LT 10 controller.
Each LT is shipped with a sticker with the default device EUI as below:

User can enter this key in their LoORaWAN Server p@sdw is TTNcreen shot:
Add APP Elih the application.

LoRaWAN Gateway User MantaUpdate2018-11-17 19/ 30




































